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February 27, 2009

VIA MESSENGER - COURTESY COpy

Marlene H, Dortch, Secretary
Office of the Secretary
Federal Communications Commission
445 12th Street, S.W.
Suite TW-A325
Washington, DC 20554

RE: Annual 47 C.F.R. §64.2009(e) CPNI Certification
. EB Docket 06-36

Dear Secretary Dortch:

ORIGINAL
FILED/ACCEPTED

FEB 27'2009
fllderal Comnxmlcallons Commission

Office 01 the Secrelaly

Conneaut Telephone Company, by its attorneys and pursuant to Section 64.2009(e) of the
Commission's rules, hereby submits its 2008 CPNI Certification and Accompanying Statement.

If there are any questions regarding this submission, please contact the undersigned.

Respectfully,

Enclosures

cc: (with enclosures)
FCC Enforcement Bureau (2)
Best Copy and Printing, Inc. (1)

Carolyn.Flahive@Utompsonhine.com Phone 614.469.3294 Fox 614.469.3361

No. of Copies rec'd CJ
List ABCDE ~<----I

eSP/crr 607557.1

. THOMPSON HINE LLr

ATTORNEYS AT LAw
41 South High Str"t
Suit, 1700
Columbu" Ohio 43215·6101

www.ThompsonHine.com
Phon' 614.469.3200
Fax 614.469.3361
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ImtIate a SubmISSIon ISearch ECFS IReturn to ECFS Home Page

Your Confirmation Number is: '2009227804811'

Date Received: Feb 27 2009
Docket: 06-36

Number of Files Transmitted: 1

I DISCLOSURE I
This confirmation verifies that ECFS has received and
accepted your filing. However, your filing will be rejected
by ECFS if it contains macros, passwords, redlining,
read-only formatting, a virus or automated links to
source documents that is not included with your filing.
Filers are encouraged to retrieve and view their filing
within 24 hours of receipt of this confirmation. For any
Iproblems eontact the Help Desk at 202-418-0193•.. . .

The FCC Acknowledges Receipt of Comments From ...

Conneaut Telephone Company
•..and Thank You for Your Comments

FCC Home Page Commissioners Finding Info

updated 12/11/03

http://fjallfoss.fcc.gov/cgi-binlwebsql/prodlecfs/upload_v2.hts 2/27/2009
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BEFORE
THE FEDERAL COMMtlNICATlONS COMMISSION

WII.SHl1'lG'rON,D.C. 2\lSS4

EB-06-TC-060

Annu.' 47 C.F.R. § 64.2009(0) CPNI Corllficatlon

ED Docket 06-36

Annual64,2009(e) CPNI Certification for 2008

Date filed: 0212512009

Name ofcompany covered by this certification: THE CONNEAUT TELEPHONE COMPANY

Form 499 Filer)J): 808860

Name ofsignatory: P. Thoma. Picard

Titl< ofsignatory: Presipcut

I, P. Thomos Pioard, oertify that I am an officer ofthe company named above, and acting a, on
Bgent of the company, that I have personal knowledge that the company has established operating
procedures that are adequale to ensure compliance with the CommISsion's CPNI rules, S•• 47 c,r,J\. ~
64,200 I er seq,

Attached to this certification is an accompanying statementexpl.ining how the company's
procedures ensure th.t the complIlY is in compliance with the requirements set forth in section 64.200 I .r
seq. of the Colllllli"ion'nules.

The oompany has not taken any ac!lons (proceedings instituted or petitions filed by a company at
either stale comm:i$$ion., the oourt syelem, or at the Cornmi..ion against data brokers) agoinS! dota
brokers in the pastycal'. cornllonies must report on any information that they have with respeclto the
processes pretextexs ll(e uling 10 attempt to access CPNI , and what steps compani.. are taking to protect
CPNI.

The company h.. not received any customer eomplo;n1' In the pa" year concerning the
unauthorized relea,e ofCPNI (number ofcustemer complaints a company has received related 10
unButhorized Bcce.. to CPNI, or unauthorized disclosure ofCPN!, broken down by category or
complaint, .,g., instanoes oIimproper access by employees, instances of improper disclosure to
individuals not authorized to receive the information, or instances o[improper access to online
information by individuals not authorized to view lhe information).

Signed~I\A..-~='~:=!... _
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CONNEAUT 1ELEPHONE COMPANY
81A'l'EMEN'I OJ.! COO }lROCEDUR¥S

Conneaut Telepbone Company has created a CPN) Policy Handbook cootaining the fo\lowing
pr<>cedures that it has adopted to ensure the protection ofCPNl. The handbook describes our proced~res
in i"COter detail and provides practical suJdance on how to pr<>toctagainst wiauthod<:ed disclo.ure or usc
ofCPNJ. The handbook is dislributed to our employees during training and serv~s as an important
reference tool for our employe...

Duty to Protect ePNI

We as a commwrications company recognize our duty to protect customer CPN). We may nu\
disclose epN! to unauthorized petsons, nor may we use CPN! in Derlain ways without consent from our
customers. Before we cm provide customer. with their own CPN!, we must aUlhenlicate the cu.tomer.

W. Teco~ize that there are a few cases in which we can disclose CPN! without first obtaining
customer approYal:

1. Administrative use: We may use CPN! to /n/lla/e, tender, bill and collec/ for
communications 'ervices.

2. Protection ofcanier snd third parties: We may use CPN! to protect the inlerests of our
company, such as to prevent fraud or megal use of our syslems and network. Employees are notified of
the steps to take, if any, in these sorts ofsituations.

3. As required by law: We may disclose CPN) if we are required to by law, such as through
legal process (subpoenas) or in response to requests by law enforcement. Employets ore notified of any
stops they must take in these situations,

I.
Our Own Use orerNI

We may use CPN! to provide or market services to our existing custome~. We undersland lhat
we are required 10 obtain customer approval prior 10 using CPN! in .ertein ways.

Marketing

We tUlderstand that we do nol need to obtain customer approval before using erNf to market
services to our existing customers within the Dategories of$Oevice to which the customer already
SUbscribes.

We understand that we may not use CPN! to market serviDes that are in a service category to
which the CUS10m'=f docs not already SUb3cribc without customer approval

We understand that we cennot use CPNI to solicit a customerlo add a new colegory ofsemce
witbout first obtaining the customer's approval.

We also understand that we do not need customer consent bofor. using epN! to market --adjunct­
to-basic" serviDes such as speed di;iling, computer-provided directory assistance, call monitoring, call
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tracing, caU blocking, call return, repeat dialing, call tracking, call waiting, caller 10, call forwarding, and
.eIl·.in centrex £ea\",...

We understand that we IIl4Y not ~e CPNIto idtntify or lnlck customers thatcol1 compeling
service providers.

We re8U1.rly review our marketing practices 10 delennine whtn IlDd how CPNI is used within I~e

company. and whether COO is beinl: shared with other entities. We.lso review new marketing or nics
campail:"s 10 ensure ooxnpllanee with these CPNI polleies and with tho FCC's CPNI regulations. Wc do
not share CPN! with any affiliates or other third parties.

Provision ofSeryjces .

We underiland that we do nol need customer approval to use CPNllo provide CPE and.call
answering, voice man or me5saging, voice stOTigC and retrieval services, fax. store and fOJWard, and
protocol conversion.

Authenticating Customers Before Disclosing CPNI

We undersland that we are required to objectively detennine thlt our customer. are who they say
they Ire before disclosing CPNI to them.

Tel"J'hone

We understand that when a cU!lomer caUs. we may not release call detail information, or
information relating to the transmission of specific telephone calls until we hive obtained the accounl
paosword ITom the caUer, or called the cU5tomcr back at thetolephone number ofrecord to e:usure thatlhe
customer is who slbe says slbe Is. Alternatively, we may offer to send the call detail information to the
address ofrecord or provide it to the customer or authorized individual in person oller slbe hns produced
valid photo identification at our office.

We underS\&nd that we may disclose non-call detail infonnalion over the telephone after
authenticlting the ou!lomer by ...Oing baok thelelephono number ofrecord, checking valid photo
identification, or by mailing the information to the account address ofrecord.

In-l'erson,Authenticltion

We understand that before we can disclose CPN! to cuslomers in pmon, Ihe customer mUSl
pre.ent validgovernment-isou.,] plzoto IdenJification. The name on the photo identification must match
the nllme on the Iccount trlhe customer cannot present the required idcntlficaUon, we offer to provide
lh. requested CPNI by sending it to the account address ofrecord.

aefote providing the CPNI to the customer, we make a copy ofthe photo identification. Thib
copy i. then placed in the customer's file, together with a cop>, oflbe CPNI provided to the customer.
These records are then kept in the customer file in accordance with our record-keeping policies

I£the cuatomer requcsts CPN] through regular mlil, or ifth. customer cannot oomply with one 01'
lhe autltentication methods above. we send the requested infonnation to the customer's address ofrecord
only.
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Onljne !teeeSI

We paslword protect OIIIine acms to epN!. New cUitomers establish passwords at service
initiation. We have issw:d randomly-generated PIN. to our cxUtiDg customers, which can then be uscd to
log In the lim time. These customers are then ask<:d to crCAle a personal p..swo[d. We do not allow
customers to eho~ passwords baled on their readily available biolP'aphical information or .ccount dol•.
Customer passwords must be more th.on 6 characters and contain .t least one number and one lette[.

After a customer has lDBde 3 failed attempls to log into hislher online accoun~ we block online
access 10 the account for security purposes. Customers locked out oftheir online accounls musl conl1lct
our office to regain online accounl access,

Ifa oustomer loses Or forgels hislher online account password, the customer may answer. seli.s
ofsecurity questions In order to gain access to the account. The customer is then given the opponunlly 10
choo'e a new password. Again, if the customer fail, 10 provide the correct answer to Ihe secority
questions, we block online aeceso to the accounl for security purposes. These customers will need to
contact our office to regain online aCCeSS.

Customer NotifiCAtion of CPNI RIghts

We provide a CPNI privacy policy 10 all customers evcry two years, as. bill insert in the
Oecember buI. Thi5 poliey provides notification to each cumomer ofhislher right to rcsttict use of,
di,closure of, and access 10 tbnt oustomer's CPNI. We maintain a list ofall customers who receive Ihe
privacy policy, the date on which the policy is seOl, and a copy ofthe policy in our records for len (10)
years following the mailing of the policy. We pr~vide additional copies ofthe ePNI privacy policy to all
customers who request it and to all new customers upon activation ofservice.

The policy contains 1111 opt-out cUSlomer approval notice, Custo= who do not wish to allow us
to us. their CPNI to market serviCes outside their existing service categories. or who do not wish to allow
us to share their CPNI with affiUates, have 30 days to contact u. to tell us that they do not approve oflhi.
use, Ifwc do not hear back /Tom the customer within 30 days, we understllDd that We ntell'ce to use lheir
ePNI for thOie purpose5. Welllldersland that oustomers can change their option at any time by
contllctlng US, and we notify our customers ofthis right.

We maintain records ofthe customets who rec~ved the opt·out approval notice and reco[ds of
the customers who contacted us to opt out in accordance with our record-keeping policies.

We undersland that we m~sl provide wri«eJlnoticelO the FCC within five (5) business deys if
our opt·out mechanisms do not work properly to the degree thlt our cuslomers' inability to opt out is
more,than an anomaly.

TrainIng And Discipline

We trained all ofour employe,,, Rg",ding the company'. CPNI policies prior to Ihe effective
dale ofthe most recent crNI regulations, December S, 2007. Employees ore required to attend retraining
every two yea" to ensuee that they understand the company's CPNI policics and any updates 10 those
policies. New employees who will have access to CPNI are trained when they join the company. and then
altend the regularly-scheduled retr.ining sessions. At the conclusion ofeach training session, employees
are a'ked to ,ign oertificates slating that they understand the compIlDY'. CPNI policies and that they will
comply with those polioies.
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w~ ha V~ i.ropl~mmlta the following disciplinary gUidelines for employees who fail to follow 0"'
CPNI poUoles:

ConneautT.lophone Company has informed its employees thet it
considers compliance with the Communications Act end FCC rule,
regarding lbe usc, discloSllrC, and access 10 CPNllo be very important.
Violltion by company employees oCsucb CPNI requil"Clllents will lead to
disoiplinoty ection (including rl'llledial training, reprimand., unfavorable
perfonnonc. reviews, and probation), depending upon the oircurostances
ofthe violation (including the severity of/h. violltion, whether
appropriate guldance was sought, and the extent to Which the violation
was or was not deliberate or maUcious),

Di,ciplinwy records are maintained in the complny file. in accordance with our record-keeping policies,

JAAcorll-KeepWg

We mointain the foUowing records in our file, for 5-10 years:

a. Reoords relating to th. mailing of tho customer CPNI privacy poliCy every two years:

b. Records ofcustomer approval or disapproval ofCPNI use, or the limitation or revocati9n
thereof;

c. Employee disciplinary reoords; and

d. Records ofdIscovered CPNI breaches, notifications to law enforcement regarding
breaches, and eny responses from l.w enforcement reaarding those breaches,

Notilie.tJon orAccount Chnnges

We Wlderstand that we are required to notifY customers when ohonges heve been made to
passwords, customer response. to back-up mean. ofauthClltieation, ooline aceouJts, or addres.es of
record by mailing a notification to lbe acoountaddress ofrecord.

We do not reveal the ohanged accoWlt dnta in the notifioa~on.

Unauthorlzad Disclosure Of CPNI

Wc understand that wo must report CPNI breaohes 10 law coforcemCllt no leter than seven (7)
business days after detCrmining the breach h.. occurred, by sending .Ieolronio notific.tion through the
link at htlp:llwww,foc.gov/eb/CPNYto lb. central reporting facility, whiob WIll then notify the United
Stotes Secret Service (OSSS) end the Federal Bure.u oHnvestig.tion (FBI).

w. Wldereland that we may not DOtitY oustomers or the publio ofthe breach earlier than ,"veil (7)
daye after we have notified Ilw enforcement through the ocom! reporting I1Icility. Ifwe wish to notily
customers or the public Immediately, where we feellhallhere i. "an extraordinarily urgent need to notify"
to avoid "immediate end irreparable bonn," we ineonn law enforcement ofour des!", to notify and
comply witb law enforcement's directions.

Records relating to such notificltions ore kept in accordance with our record-keepmg policies.
These records include: (i) the date we di.covered tho breach, (ii) the date we notified law enrorcemen~

(iii) a detailed description oflbe CPNI breached, and (Iv) the circumstances of the breach.

Durini the oourse of the year, we compile information regardingprete;(ler attempts to gain
, '
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Improper aoccsslO CPNl, including any breaches oratttmpted breaches. We include this informlCion in
our annual CPNI compliance Mfication Iited with the FCC.

Signed
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